. MaxPatrol EPP

» positive technologies

AHTUBNPYCHOE

PELLUEHMUE

OT 3KCNEepTOoB
Positive Technologies

MaxPatrol Endpoint Protection Platform — Heo6xopgnmas 3awmnTa gnsa Bawmx yCcTpoucTs

>7/5% atak

HauMHaloTCS C KOMMNpoMeTaLuum
KOHEYHbIX YCTPOUCTB

Kak MaxPatrol EPP nomoraer 3awintuTtbcq

) HenpepbiBHO 06HapyXuBaeT BpegoHocHoe MO

\21//7 C NMOMOLLbIO aHTUBNPYCHbIX TEXHONOTNIA

x| OcTaHaBnMBaeT BMpPYCbl Ha noacTynax,
E,:I YCTpaHs9 yrpo3bl C MOMOLLbIO KapaHTUHa, OCTaHOBKY

NMpPoLECCOB, yaaneHuns 3N10BpeaHbixX ¢annos
N N30MSLN Y3N10B

6e30MacHOCTM C yYeTOM BHYTPEHHUX PErlaMeHTOB

MosBongeT ru6ko HacTpamBaTb NpaBuia

N NoTpeBbHOCTEN KOMMNaHnm

BpenoHocHble nporpammbl

LLinnoHckoe MO

LLindpoeanbLymkn

BIMO ons ynaneHHoro

yrnpaBneHns

Pa6oTaeT B yao6HOM pexume, He Harpyxas
CUCTEMY, — CKaHMpyeT No pacnuncaHunio
AN NO 3anpocy C NOAAEPXKKOWN CIINCKOB UCKITIOUYEHUNN

LleHTpanu3oBaHHO ynpaBnsieT KOHEeYHbIMU
YCTPONCTBAMMW — f1erko BHeApaeTcy

1 o6ecrneymBaeT KOHTPOMb €AUHBIX MOANTIK
6e3onacHocTu

NHTerpupyetca c SIEM-cucremamn
1 rnecoyYyHunuamm gna rnybokoro aHanmsa yrpos
npu MUHNUMaNbHOM Pacxofe PecypCcoB yCTPONCTB



Mpeumyuiectea MaxPatrol EPP

® 9kcnepTtusa ans 6usHeca

MHoroneTHWIA OMNbIT aHanmM3a yrpos u paspaboTku
CPencTB 3allnTbl C y4eToM cneumndukn pocCrninckimx
opraHumsauuii, Co6CTBEHHas aHTUBUPYCHas
na6opatopua B PT ESC

MoLWHbIN aHTUBMPYCHbIN ABUXOK PT AV

X CraTuueckuil n QMHaMAYecKi aHanna nossonsioT
2 PeKTNBHO BbISBNSATb 1 610kMpoBaTh BMO
1 3aMacknpoBaHHbIE Yyrpo3bl

MonHoueHHas camo3alunTa

npeﬂOTBpaLLl,aeT HeCaHKUMOHNPOBaHHYIO OCTaHOBKY
areHTa gaxe npn Hannyumny 3noymblilLIeHHNKOB
npmBunnernpoBaHHbIX Npae AoCTyna

‘4/ CBoeBpeMeHHOe 06HOBMEeHNe
\

ExenHeBHble aBTOMaTU4YeCckne 06HOBNEHNS
6a3 faHHbIX MO3BOMSIOT BCeraa 6biThb 3aLULLEHHbIMN
OT aKTyaslbHbIX yrpo3

(o3 Moppepxka nonynsipHbix OC CooTBeTcTBME TpeboBaHUAM perynsaTopos

e PelueHune nonHocTtbio coBMmecTumo ¢ OC Ha 6a3e Mpuka3 PCTIK Ne 239 ons 1-n kateropun (AB3.5),
Windows 1 oTeyecTBeHHbIMI Bepcuami Linux, Bkoyas npukas PCTIK Ne 17 ona obecneyeHmns 3awuTbl
Astra Linux n «<PE[ OC» nHbopmauum B N'MC, npukasz PCTIK Ne 21 ong 3awmThbl
nepcoHasnbHbIx AaHHbix 1 FOCT P 57580.4-2022
«BesonacHocTb GrHaHCOBbIX (6aHKOBCKIMX) onepaLuii»

KomnnekcHas 3awmra KOHe4YHbIX yCTpOﬁCTB OT MaCCOBbIX U LeNieBbiX aTak

OTkpolite Bce BoamoxHocTn MaxPatrol EPP B cocTaBe KOMMIEKCHOIO peLleHuns
ANS 3almnTbl KOHeYHbIX ycTponcTte — MaxPatrol Endpoint Security

MaxPatrol EPP —
AN npefoTBpaLLeHns
MacCOBbIX Yyrpo3

MaxPatrol Endpoint Security —

MaxPatrol EDR — gns BbisBneHus
CIOXHbIX U LeneBbiX aTak
M 3alUTbl OT HUX

AN 3alUTbl OT BCEX
BMAOB yrpo3

= O6HapyxeHune 1 ycTpaHeHune ®  BbigBneHne OericTenin xakepa, % EnuHbIi areHT ong cé6opa

BINO ¢ nomolubio
AHTVBUPYCHbIX TEXHONOT A

3awmTa oT WindpoBanbLLKOB,
NoNMMOPPHbLIX BUPYCOB,
3aMaCKNpPOBaHHbIX
BPELOHOCHbIX dalinoB

KOTOpbIE MOTYT MPOMyCTUTb
Lpyrve cpencTsa Ans 3aluTbl
YCTPOWCTB

®  OcTaHOBKa 3M10YMbILLINEHHIKA
3a cunTaHble CeKyHapl,
paccrnefnosaHue

TenemeTpuy, NPefoTBPaLLEHNS,
OBHapyXeHUs yrpos
1 pearmpoBaHns Ha HIX

BosmoxHocTb nogknioyaTb
pasHble MoLy N 3aLUNThI
B 3aBUCVIMOCTH OT CLieHapuneB

N npenoTBpalleHne atakmn MNCrnosib3oBaHN4

® Pa6oTa C rm6puaHbIMY,
BUPTYamNbHBIMU 1 3aKPbITbIMYA

NHbpPaCTpyKTypamm

OcTaBunTb 3asBKy
Ha 6ecnnaTHbIn
TecT-gpanB

Y3HaTb 60nblle
o MaxPatrol
Endpoint Security




